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“Protocol layering”

Network architecture: a set of layers and protocols

Protocol stack: a list of the protocols used by a certain system, one
protocol per layer

g

* A protocol defines the format and the order of messages exchanged between two
or more communication entities, as well as the actions taken on the transmission
and/or receipt of a message or other event. [2]



The TCP/IP Reference Model (1V)
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Figure 1-22. The TCP/IP model with some protocols we will study.



Step 1: WireShark
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Step 2: 1 % H ALY
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Interface of WireShark

A TETERER WLAN - X
SHF) |EE(E) WE() BEER(G) BERIC) HTA) SH(S) EiE(Y) FAEWwW) TR #EH)

mae X € Q @= = E ¥ = [CRCRCHER
NEAZRTEE - Cirl-, 7| Fpale  +
No. Tine Source Destination Protocel Length Info ~
§ 6550 124.872524 10.192.109.217 10.192.255.255 upp 3085 54915 -+ 54915 Len=263 .
| y

6551 124.873238  10.192.90.227 10.192.255.255 uDP 56 5475 + 5474 Len=5 e
- 16 4.1 Ali : A K in

6553 124.887711 10.192.142.51 10.192.255.255 upp 62 2008 » 2008 Len=20

§ 6554 124.888939 10.192.142.51 10.192.255.255 upp 62 2007 » 2007 Len=20

i 6555 124.957598 203.208.40.34 1@.192.172.204 upp 67 443 » 51202 Len=25

L 6556 124.959709 10.192.6.220 108.192.255.255 upp 3@5 54915 > 54915 Len=263
6557 125.010762 10.192.142.51 10.192.255.255 upp 62 2008 » 2008 Len=20
6558 125.011739 10.192.142.51 10.192.255.255 upp 62 2007 » 2007 Len=20
6559 125.050699 10.192.7.33 10.192.255.255 upp 3@5 54915 -» 54915 Len=263
6560 125.109916 10.192.142.51 108.192.255.255 upp 62 2008 » 2008 Len=20
6561 125.110835 10.192.142.51 10.192.255.255 upp 62 2007 » 2007 Len=20
6562 125.218356 10.192.61.47 18.,192.255.255 NBNS 92 Name query NB LAPTOP-D83LUS94<1c>
6563 125.219008 10.192.142.51 10.192.255.255 upp 62 2008 » 2008 Len=20
6564 125.219954 10.192.142.51 108.192.255.255 upp 62 2007 » 2007 Len=20
6565 125.384954 10.192.142.51 10.192.255.255 upp 62 2008 » 2008 Len=20

Frame 1: 305 bytes on wire (244e@ bits), 3e5 bytes captured (244e bits) on interface ©
Ethernet II, Src: IntelCor 96:6f:4a (de:57:7b:96:6f:4a), Dst: Broadcast (ff:ff:ff:iff:ff:ff)
Internet Protocol Version 4, Src: 10.192.6.220, Dst: 10.192.255.255

User Datagram Protocol, Src Port: 54915, Dst Port: 54915

Data (263 bytes)

ff £f ff ff ff ff de 57 7b 96 6f 4a 08 @0 45 00 W {0l E ~
81 23 38 f3 @0 00 80 11 e4 76 ©a O 06 dc 8a cO  #3 v
eaze ff ff d6 83 d6 83 23 do 66 4c 41 50 54 Af |- - BEER=3 (0]
50 2d 43 5@ 42 49 38 33 48 53 @0 b7 4f ae a9 @@ P-CPBI83 HS -0
@0 00 fo b7 4f ae a9 @@ ©@ @@ da b7 4f ae a9 e 0 0
80 00 00 00 00 00 90 00 08 00 00 00 00 @0 00 09
60 00 do f3 17 fo 94 @2 0@ @0 50 b7 4f ae a9 @@ PO
80 00 00 @0 73 ec @1 G0 ©0 00 33 27 00 00 00 0O s 3
80 08 co f3 17 o 94 62 0@ 00 bo b 74 ec 94 @2 t
60 00 01 60 00 00 @0 G0 ©8 00 O1 00 PO 00 00 00
@0 00 d6 86 eb 83 fa 7f ©@ @@ 07 67 04 7b 38 38 g {88
66 64 38 62 33 32 2d 33 3@ 66 37 2d 34 64 66 31  fdsb32-3 @f7-4df1

2d 38 66 32 38 2d 64 32 62 34 66 31 37 39 66 62 -8f28-d2 baf179fb v

© 7 yLaN: <live capture in progress> S4: 6565 - BE: 6665 (100. 0%) Bl : Default

15:15
[

2020/9/19

£ P T Wireshark =/ :  “Packet List” (7041%51]5%) ,  “Packet
Detail” (77 7E1E), “Packet Byte” (434H 715 1)



Interface of Wireshark

« Wireshark =it :
—  “Packet List” (43433
—  “Packet Detail” (4>#HiE15)
— “Packet Byte” (747 5)
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"Packet Byte/ 73205 1 I " THIBR

. ?:“t %ﬁ(ﬁ#ﬁﬂ) AR, eresharkAhﬁan B@U%/\@J A A

; }CE 2 AR
x%’i/l\@ﬁﬁﬂim):ﬁ]u?m iR (L’%eresharktljﬁym):xef“ﬁﬁ}:
K= 2B i =)




Example |: ARP

mae RE QusEF = EaqalE
MIEAE LR -~ Ctrl-/ = -] w4
No. Tine Source Destination [ Length Info ~

22987 520.547453 IntelCor_8a:d7:2f Broadcast ARP 56 Who has 10.,192.248,174? Tell 0.0.0.0

22988 520.549069 10.192.213.131 10.192.255.255 216 Get Backup List Request

22989 520.596596 10.192.17.171 1@.192.255.255 NBNS 92 Name query NB BRN3@055C720634<00>

22990 520.597776 10.192,142.51 10.192,255.255 UDP 62 2008 » 2008 Len=20

22991 520.599029 o Wireshark - 343 22987 - WLAN - O X

22992 520.649822

22993 520.672438 Frame 22987: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @

22994 520.726174 Ethernet II, Src: IntelCor_8a:d7:2f (dc:71:96:8a:d7:2f), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

22995 520.726314 Address Resolution Protocol (request)

22996 520.75179

2 21 5 55

23002 520.839731 .

Frame 22987: 56 H
Ethernet II, Src
Address Resoluti

ff ff ff ff ff ff dc 71 96 8a d7 2f @8 06 0@ 01 q /
08 @0 @6 04 80 01 dc 71 96 8a d7 2f 90 00 00 @O q -/
0020 00 00 00 @0 00 00 00 00 00 00 00 00 - -]

00 00 00 60 G0 00 08 00

£ ff £f ff

08 @0 06 04

00 00 00 00

00 60 00 00

BlE: Default

15:22
[
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ARP: Address Resolution Protocol 4

« Because there are both network-layer addresses (for example, Internet
IP addresses) and link-layer addresses (that is, MAC addresses),
there Is a need to translate between them. For the Internet, this is the
job of the Address Resolution Protocol (ARP) [RFC826]

M Wireshark - 4348 22987 - WLAN

Frame 22987: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Ethernet II, Src: IntelCor 8a:d7:2f (dc:71:96:8a:d7:2f), Dst: Broadcast (ff:ff:ff:ff:f:f )
Address Resolution Protocol (request)

o000 ff ff ff ff f f [ IIA] 28 06 00 o1
08 00 06 04 @0 01 dc 71 96 8a d7 2f 00 @0 00 00 q -/
00 00 00 00 00 00 Ga cO 8 ac 00 00 00 00 00 00
00 00 00 00 00 00 00 00




ARP: Address Resolution Protocol 4

« The purpose of the ARP query packet is to query all the other nodes
on the subnet to determine the MAC address corresponding to the IP

address that is being resolved.

* An ARP query packet (In this example: it give the IP address:
10.192.248.174, want to know the MAC address of the IP address. A

IPv4 address has 32 bits and expressed in decimals (-2 i)

XXX XXX XXX, XXX)

« The MAC addresses are 6 bytes long, giving 248 possible MAC
addresses, and are expressed in hexadecimal (+753##1). (In this
example: the MAC address of the source Is dc:71:96:8a:d7:2f)

Se=emwan A SpPecial MAC broadcast address: ff.ff.ff.ff.ff.ff

MAH(F) wE(E) ME() BEERG) #8ERC) oimA) Smi(S) EiElY) FeER(wW) TE(T) FEEIH)

[ | & X QeasEF S . = QQafEF

(N EAR TS -~ <Ctrl-/>

No. Time Source Destination Frotocel Length Info
22987 520.547453 IntelCor 8a:d7:2f Broadcast ARP 56 Who has 10.192.248.174? Tell ©.0.0.0
22988 520.549069 18.192.213.131 18.192.255.255 BROWSER 216 Get Backup List Request

22989 520.596596 18.192.17.171 10.192.255.255 NBNS 92 Name query NB BRN3@@55C728634<08>



ARP: Address Resolution Protocol [4]

Each node (host and router) has an ARP table in its memory,
which contains mappings of IP addresses to MAC addresses.

The ARP table contains a time-to-live (TTL) value, which
Indicates when each mapping will be deleted from the table.
— Atypical expiration time for an entry is 20 minutes from when an entry
Is placed in an ARP table.
ARP vs. DNS

— ARP resolves an IP address to a MAC address only for nodes on the
same subnet.

— DNS resolves host names to IP addresses for hosts anywhere in the
Internet.
ARP Is probably best considered a protocol that straddles the
boundary between the link and network layers.



Example I1: TCP

I
ma® XE Qe EF S _[5QQQE
NERErEs ~ ool o ke +
Nao. Time Seurce Destination Protocel Length Info
i 22912 518.706358 10.192.142.51 10.192.255.255 UubrP 62 2007 + 2007 Len=20

22915 518.831442 1e.192.

upp 62 2008 » 2008 Len=20

22916 518.831791 o Wireshark - $348 22913 - WLAN - ] X
22917 518.832513
22918 518.898138 Frame 22913: 55 bytes on wire (44@ bits), 55 bytes captured (44@ bits) on interface @ ~

22919 518.927353 |~ gthernet II, Src: HonHaiPr_f7:e6:99 (18:4f:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
22920 518.928398 v Destination: 94:29:2f:38:d8:02 (94:29:2f:38:d3:02)

22921 518.953821 Address: 94:29:27:38:d8:02 (94:29:2f:38:d8:02)
22922 519.037409 vive 2B wuvs wues aaas wae. = LG bit: Globally unique address (factory default)
22923 519,039236 veve eee® suvt vues wwas w... = IG bit: Individual address (unicast)
22924 518.062124 Source: HonHaiPr f7:e6:99 (18:4f:32:f7:26:99)
22925 519.091060 Type: IPv4 (0x0300)
22926 519.21747¢ ~ Internet Protocol Version 4, Src: 10.192.172.204, Dst: 203.119.217.37
22927 519.218151 9100 .... = Version: 4
e 9101 = Header Length: 20 bytes (5) _
v Destination: 9 v Differentiated Services Field: @xee (DSCP: CS@, ECN: Not-ECT) ”
Address: 94 2000 00.. = Differentiated Services Codepoint: Default (@)
-0. «ev. ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
e . Total Length: 41

v Source: HonHas Identification: exeasf (2719)
Address: Hor Flags: ex4@ea, Don't fragment .
a

Time to live: 128
oo 94 29 2f 38 Protocol: TCP (6)
90 29 @a 9f 4

Header checksum: ex94@6 [validation disabled]

gg i; ;i ;3 [Header checksum status: Unverified]
Source: 10.192.172.284
Destination: 203.119.217.37
~ Transmission Control Protocol, Src Port: 49683, Dst Port: 443, Seq: 11011, Ack: 53258, Len: 1
Source Port: 49683
Destination Port: 443
[Stream index: 61 v
@eoe 94 29 2f 33 ds8 02 ERESENEY) f7 €6 99 @3 @0 45 @0 ),"8 E ~
@@ 29 0a o9f 40 @0 80 @6 94 V6 ©a €@ ac cc cb 77 ) @ W
W
© 7 gource or Destin BLE: Default

16:29 |:—‘
2020/9/19



Example II: TCP

19.192.142.51 10.192.255.255 62 2008 » 2008 Len=20

M Wireshark - 5548 22913 - WLAN

fFrame 22913:]55 bytes on wire (440 bits), 55 bytes captured (440 bits) on interface @
v Ethernet II, Src: HonHaiPr f7:e6:99 (18:4f:32:17:e6:99), Dst: 94:29:2f:38:d8:02 (94:20:21:38:d8:02
v Destination: 94:29:27:38:d8:02 (94:29:27:38:d8:02)
Address: 94:29:2f:38:d8:02 (94:29:21:38:d8:02)
.0. LG bit: Globally unique address (factory default)
- IG bit: Individual address (unicast)
Source: HonHaiPr_f7:e6:99 (18 4F 32:17:e6:99)
Type: IPv4d (ox03ee)
v Internet Protocol Version 4, Src: 10.192.172.204, Dst: 2063.119.217.37
91ee .... = Version: 4
0101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: @xe@e (DSCP: CS®, ECN: Not-ECT)
eeee ee.. = Differentiated Services Codepoint: Default (@)
. ..0@ = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 41
Identification: @xeagf (2719)
Flags: ex4eee, Don't fragment
Time to live: 128
Protocol: TCP (6)
Header checksum: ©x9406 [validation disabled]
[Header checksum status: Unverified]
Source: 1@.192.172.204
Destination: 203.119,217.37
v Transmission Control Protocol, Src Port: 49683, Dst Port: 443, Seq: 11811, Ack: 53258, len: 1
Source Port: 49683
Destination Port: 443
[Stream index: 6]
0000 94 20 2f 38 d8 02 £7 e6 99 08 00 45 00  -)/8 E
b fa e

nn AN as ond Aan o An on Ac NA MAE AA o~ Ae e o~ 77




Example I11: HTTP

£ WAN o %
it @ X & Q &= = ¥ = @ aQQFE
http [X] v FET +
I Source Destination Frotocel Length Info o
i 51 1.141942 M Wireshark - 5348 51 - WLAN _ 0 % [89c HTTP/1.1
57 1.176368
2676 39.260837 Frame 51: 237 bytes on wire (1896 bits), 237 bytes captured (1896 bits) on interface © 189c HTTP/1.1
UEEL 3 2R Ethernet II, Src: HonHaiPr f7:e6:99 (18:4f:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
3561 61.559934 Internet Protocol Version 4, Src: 10.192.172.204, Dst: 61.232.10.129
3567 61.595793 Transmission Control Protocol, Src Port: 49682, Dst Port: 8@, Seq: 1, Ack: 1, Len: 183
5188 99.693462 Hypertext Transfer Protocol ? HTTP/1.1
5194 99.731926
10343 219.804337 D HTTP/1.1
10348 219.838533
15312 339.,905362 3 HTTP/1.1
15318 339.939170
20738 460.007003 D HTTP/1.1
20740 460.041062
25210 580.104800 3 HTTP/1.1
25212 580.147700 .
ANNTE 766 A12E0 UTTA A a
v Destination: 94: ol
Address: 94:2 94 29 2f 38 d8 @2 18 Af 32 f7 e6 99 03 @0 45 @0 )/8 -0 2 E
0. ...| | ee1e ee df 53 e1 [EJEE 20 06 a6 42 0a c@ ac cc 2d es sl B
I - B @a 81 c2 12 0@ 50 10 a8 a8 06 6a 2c a2 3e 50 18 P 3, >P
v Source: HonHaiPn 82 91 03 a5 00 00 47 45 54 20 2f 61 70 69 2f 74 GE T /api/t
Address: HonH 6f 6f 6¢c 62 6f 78 2f 67 65 74 75 72 6¢C 2e 70 68  oolbox/g eturl.ph
o 70 3f 68 3d 45 31 46 31 38 42 31 36 46 43 39 32 p?h=E1F1 8B16FC92 e
04 29 2f 38 ds 45 46 39 39 37 37 45 37 35 34 37 30 38 35 43 42 EF9977E7 547985CB z
8@ df 53 el 40 37 33 34 32 26 76 3d 39 2e 35 2e 30 2e 33 35 31 7342&v=9 .5.0.351
83 81 c2 12 00 37 26 72 3d 3@ 3@ 30 30 S5f 73 of 67 6f 75 5f 70 7&r=0@00 _sogou_p
02 @1 03 a5 08 69 6e 79 69 6e 5f 38 39 63 20 48 54 54 50 2f 31  inyin 89 c HTTP/1
6f 6F BC 62 6F 2e 31 od @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 .1 -User -Agent:
70 3f 68 3d 45 53 4f 47 4f 55 5f 55 5@ 44 41 54 45 52 ed @a 48  SOGOU_UP DATER: ‘H
45 46 39 39 37 6f 73 74 3a 2@ 63 6f 6e 66 69 67 2e 70 69 6e 79 ost: con fig.piny
37 33 34 32 26 69 6e 2e 73 6f 67 6f 75 2e 63 6f 6d @d ea 41 63  in.sogou .com: -Ac
37 26 72 3d 30 63 65 70 74 3a 20 2a 2f 2a od ©ea ed ea cept: */ *
69 6e 79 69 oe
2e 31 6d @a 55
53 4f 47 4f 55 [ close || meln
6f 73 74 3a 20 63 6T 6e 66 69 67 2e 70 69 6e 79 ost: con fig.piny .
@ 7 Source or Destination Hardware Address (eth.addr), 6 % $4H: 203422 - BB 231 (001%) FE : Default

S

2020/9/19




Example I11: HTTP

a
mae X QewEFez [Haqa®E
[http
Ne. Time Source Destination Protocel Length Info
i Sl M Wireshark - 5348 51 - WLAN
57 1.176308
2676 39.260837 I Frame 51:|237 bytes on wire (1896 bits), 237 bytes captured (1896 bits) on interface @
2682 39.298262 v Ethernet II, Src: HonHaiPr f7:e6:99 (18:41:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2:38:d8:02)
3561 61.559934 “ Destination: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02)
3567 61.5985793 v Source: HonHaiPr f7:e6:99 (18:4f:32:f7:e6:99)
5188 99.693462 Address: HonHaiPr f7:e6:99 (18:4f:32:17:e6:99)
5194 99.731926 ceer 2@y iier wivs vees w... = LG bit: Globally unique address (factory default)
10343 219.804337 veer 2@ Liv. vivs wews w... = IG bit: Individual address (unicast)
10348 219.838533 Type: TPvA (0x0800)
Lol seoisiooi Internet Protocol Version 4, Src: 10.192.172.204, Dst: 61.232.10.129

15318 339.939170 Iransmission control Protocol, Src Port: 49682, Dst Port: 80, Seq: 1, Ack: 1, Len: 183
20738 460.00/003 Hypertext Transfer Protocol
20740 460.041062

25210 580.1048060
25212 580.147700

ANNTE o A IC 00

v Destination: 94:

Address: 94:2¢ [ gooe YIECIPABECICEIE 18 AT 32 17 €6 99 @8 00 45 00 [DVERM-0 2+ -+ E

0. ... e@ df 53 el 40 @@ 8@ V6 a6 42 Pa €O ac cc 3d e8 S-@ B =

S - R @a 81 c2 12 20 50 1@ a8 a8 @6 ba 2C a2 3e 5@ 18 P j, >P

v Source: HonHaiPr P2 01 @3 a5 eP @0 47 45 54 20 2f 61 7@ 69 2f 74 GE T /api/t
Address: HonH: 6f 6f 6¢c 62 6f 78 2f 67 65 74 75 72 6C 2e 70 68 oolbox/g eturl.ph

e} 78 3T 68 3d 45 31 46 31 38 42 31 36 46 43 39 32 p?h=E1F1 8B16FC92

04 29 2f 38 ds 45 46 39 39 37 37 45 37 35 34 37 39 38 35 43 42  EF9977E7 547985CB

00 df 53 e1 40 37 33 34 32 26 76 3d 39 2e 35 2e 3@ 2e 33 35 31  73428&v=9 .5.0.351

0a 81 ¢2 12 o8 37 26 72 3d 3@ 30 3@ 30 5t 73 6f 67 6f 75 5 7@ 7&r=@@0@ sogou_p



Example IV: ip.addr == 10.192.172.204

£ “WLAN — X
R \EE SEN) BEEG) WER(C) of(A) FEi(S) =E(Y) AEE(w) TR(T) ®EH)
m s e X €| Q &= =» SE ¢SS EaQqQqE
[A]ip. addr == 10.192.172. 204 B0 -] ®ipe |+
Nao. Time Seurce Destination Protocel Length Info
I 43 1,101351 10.192,172.204 10.10.0.21 DNS 83 Standard query @x9690 A config.pinyin.sogou.com
44 1.105613 10.1€.0.21 10.192.172.204 DNS 547 standard query response 8x969@ A config.pinyin.sogou.com A 61.232.10.129 A 109.244.23.123 A 1@9.244.23.169 A..
45 1.108766 18.192.172.204 61.232.10.129 TCP 66 49682 » 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK PERM=1
49 1.141752 61.232.10.129 10.192.172.204 TCP 66 80 > 49682 [SYN, ACK] Seq=@ Ack=1 Win=29200 Len=@ MSS5=146@ SACK PERM=1 WS=256
50 1.141817 10.192.172.204 61.232.10.129 TCcp 54 49682 > 80 [ACK] Seq=1 Ack=1 Win=131328 Len=@
51 1.141942 10.192.172.204 61.232.10.129 HTTP 237 GET /api/toolbox/geturl.php?h=E1F18B16FC92EF9977E7547985CB7342&v=9.5.0.3517&r=0000_sogou_pinyin_89c HTTP/1.1
56 1.176307 61.232.16.129 10.192.172.204 TCP 60 80 > 49682 [ACK] Seq=1 Ack=184 Win=30464 Len=0
57 1.176308 61.232.10.129 10.192.172.204 HTTP 208 HTTP/1.1 200 OK
58 1.177211 10.192.172.204 61.232.10.129 TCcp 54 49682 > 80 [FIN, ACK] Seq=184 Ack=155 Win=131872 Len=0
62 1.211787 61.232.10.129 10.192.172.204 TCP 60 80 » 49682 [FIN, ACK] Seq=155 Ack=185 Win=30464 Len=0
63 1.211885 18.192.172.204 61.232.10.129 TCP 54 49682 > 8@ [ACK] Seq=185 Ack=156 Win=131872 Len=e
121 2.620543 10.192.172.204 10.50.200.245 TCP 55 49592 > 4968 [ACK] Seq=1 Ack=1 Win=512 Len=1
123 2.624284 12.50.200.245 10.192.172.204 TCpP 66 4968 + 49592 [ACK] Seq=1 Ack=2 Win=14@ Len=0 SLE=1 SRE=2
420 10.501235 209.197.3.15 10.192.172.204 TLSv1.2 93 Application Data
421 18.501236 209.197.3.15 10.192.172.204 TLSv1.2 78 Application Data
422 1@.501444 10.192.172.204 209.197.3.15 TCP 54 49638 > 443 [ACK] Seq=1 Ack=65 Win=513 Len=@ v
AT AR CATTAD EN-TE Wate TS B £ R V=¥ 1 Es VYRR Nt B BNE N = Ten CA AnEOO AAad TroTm Acirl o E R P Py S SN cao o el
v Destination: 94:29:2f:38:d8:02 (94:29:2f:38:d8:02) A
Address: 94:29:2f:38:d8:02 (94:29:21:38:d8:02)
By vues wuva waes aaes = LG bit: Globally unique address (factory default)
B . ++.. = IG bit: Individual address (unicast)

v Source: HonHaiPr f7:e6:99 (18:4f:32:f7:e6:99)
Address: HonHaiPr f7:e6:99 (18:4f:32:17:26:99)
a = 16 hit: Glnhallv unioue addre (fartorv default) e

eoo0 94 29 2f 38 d3 02 RN ILY 08 00 45 @8 -)/8 E

90 45 99 27 90 @@ 80 11 df d5 @a ce ac cc @a e@a E

00 15 e7 8f 00 35 @0 31 do d7 96 90 61 0@ 00 01 5-1
90 00 0P PO PO OV 86 63 6T 6e 66 69 67 B6 70 69 ¢ onfig-pi
6e 79 69 6e @5 73 6f 67 6f 75 @3 63 6f 6d @@ @@ nyin-sog ou-com
01 ee 81
@ 7 Source or Destination Hardvare Address (eth.addr), & F7 540: 246891 - BEm: 22585 (9.1%) Bl : Default

17:.00
]

2020/9/19




Ip.addr == X.X.X.X VS. host.addr == X.X.X.X

o SIS EEATR Y FIEESER M AHEL, X BIAE Tip.addr == X X X.XAE T 3K
B B, [H2 R ERSipHik Ax x.x.x & RPEHEA, 1
host.addr == x.x.x.x X gKipHhk Ax x x xBE . ff— TNaE
Bgh R, hostaddr = x.xx.xar & FREIEE=Z/MEZ.

e VFEMA “hostaddr = x.xxx” B&iEH, SN “ip.host = X.X.X.X’
o BHE X4 ip.src_host == x.x.x.x R AR B A JF ik
XXX XHIEFEAL; B ip.dst_host == x.x.X.x R INFFE b H bnHuhk
XXX XH B



Example: DNS

M TETERTE WLAN

m]

X

SXA(F) MEV) BHEG) WIKQ)  HITA) G8HS) EIEY) W) TEM  HEH)
Am g TREO Qe EF LS = QQQE
(N[ s EriTiEs - <Crl- = -+
No. Time Source Destination Protocol Length Info 2
7» 1 0.000000 10.162.54.132 10,1050 21 DNS 81 Standard ¢
: 2 0.030594 10.162.54.132 109:10:2721 DNS 81 Standard c
€ 3 0.087336 10.10.0.21 10.162.54.132 DNS 81 Standard ¢

4 0.087795 10.162.54.132 21172, 35.154 TCP. 66 53809 - 8¢

5 0.187726 2408722035 S154; 19.162.54.132 TCP 66 80 - 5380¢

A A 187991 14 162 54 132 211 72 35 154 TCP 5A 538749 » ¢V
€| M Wireshark - 548 1 - WLAN
> H
» g > Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface \Device\NPF_{A24DE49A-D2
s 1 > Ethernet II, Src: IntelCor_de:dd:de (34:2e:b7:de:dd:de), Dst: NewH3CTe_b9:e8:02 (74:3a:20:b9:e8:02)
s > Internet Protocol Version 4, Src: 10.162.54.132, Dst: 10.10.0.21
, 0 > User Datagram Protocol, Src Port: 51347, Dst Port: 53

> Domain Name System (query)

<
00¢
oe] <

00] 0000 b9 e8 02 34 2e

001 0010 00 43 01 db 00 00 80 11
004 0020 00 15 c8 93 00 35 00 2f
001 0030 00 00 00 00 00 00 07 33

0040 63 06 67 6C 61 64 62 73
0050 01

b7 de dd de 08 00 45 00
00 00 Pa a2 36 84 Qa Qa
4b 85 5d 59 01 00 00 01
65 62 31 39 39 35 02 72
03 63 6f 6d 00 00 1c 00

c-gladns -com- - -




Example V: DNS

mde XC e ER S J 5 QQAQLE
N]ip. addr == 10.192.172. 204
No. Time Source Destination Frotocel Length Info
:[ 43 1.101351 19.192.172.2084 10.108.0.21 DNS 83 standard query @x9698 A config.pinyin.sogou. c«
44 1.105613 190.1€.9.21 19.192.172.204 DNS 547 standard query response @x969@ A config.pinyil
45 1.108766 10.192,172.204 61.232.10.,129 TCP 66 49682 > 80 [SYN] Seq=0 Win=64248 Len=0 MSS=14i
49 1.,141752 61.232.18.,129 10.192.172.204 TCP 66 80 » 49682 [SYN, ACK] Seq=0 Ack=1 Win=29200 Lt
50 1.141817 | o Wireshark - 348 43 - WLAN
51 1.141942
56 1.176307 Frame 43: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) on interface @
57 1.176308 v Ethernet II, Src: HonHaiPr f7:e6:99 (18:41:32:f7:e6:99), Dst: 94:29:2f:38:d8:02 (94:29:2f:38:dg:@2)
58 1.177211 v Destination: 94:29:2f:38:d3:82 (94:29:2f:38:d8:02)
62 1.211787 Address: 94:29:2f:38:d8:@2 (94:29:2f:38:d8:02)
63 1.211885 .0. = LG bit: Globally unique address (factory default)
121 2.626543 .0 v e = IG bit: Individual address (unicast)
123 2.624284 v Source: HonHaiPr f7:e6:99 (18:4f:32:17:e6:99)
420 10.501235 Address: HonHaiPr f7:e6:99 (18:41:32:f7:e6:99)

421 16.,50123
422 18.501444

v Destination: 9
Address: 94
.0,
.0
v Source: HonHai
Address: Hor
2]
94 29 21 38
0ele e 45 99 27 (

o —_ -

.0.

2

Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 10.192.172.204, Dst: 10.10.0.21

LG bit: Globally unique address (factory default)
IG bit: Individual address (unicast)

User Datagram Protocol, Src Port: 59279,
Domain Name System (query)

Dst Port: 53

- 3

-

—_

e

-

—

-

—

-

FER: FEDNSEUE B H 4% 4= FH 1 B2 UDP,

0000 94 20 2f 38 d8 @2 18 4f 32 f7 e6 99 03 00 & 60 -)/8 -0 2 E]
@0 45 99 27 @8 @8 80 11 df d5 @a c@ ac cc @a @a  -E-'
@0 15 e7 8f @@ 35 @8 31 d9 d7 96 90 01 00 @0 01 5.1
@0 00 00 08 08 @8 06 63 6T 6e 66 69 67 06 70 69 c onfig-pi

L i —— el o oLl - -

ANRTCPIMX ! Port number: 53



tcp.port == 443 (or 80, or 25)

o SCEG1TPart 1556048 Ntcp.port == X Fludp.port ==

TCP 21 = XX A&

TCP 22 = mFE & kil

TCP 23 = i FE & 5%

TCP 25 = 5T 14 (SMTP)

TCP 80 = http

TCP 110 = 1T~ 11 (Pop3)

TCP 179 = Border <1313 (BGP)
TCP 443 = W 1 22 4 R 5%

TCP 546 = DHCP Client

TCP 547 = DHCP Server

UDP 53 = 384 i #fr

UDP 67 = Z)Z5IPfIR 45 DHCP

UDP 68 = % J Ui [1] 6831 I DHCP A 55
PRIRRESRHBERC E, DHCPARSS 7%
7674 1] #& R B TE K



“udp.port == 67" Example

£ “WLAN - x
P 4RIEE) ME(V) BERG) HEERQ)  SA) HuhS) BIEY)  XHW) TR #BEH)
ma® XNE Qe=asEF L = & &aaiE
[ Iutlp‘ port == 67 pﬂ '] +
No. Time Source Destination Protocol  Length Info ~
— 698 43.392973 10.162.0.1 255,255.255.255 DHCP 344 DHCP NAK - Transaction ID @x84e9dbe7
739 54.433001 10.162.0.1 2. A5 S AR DHCP 342 DHCP NAK - Transaction ID ©x1ldalc34
888 67.5105860 10.162.0.1 A L 25 2l 2l DHCP 344 DHCP NAK - Transaction ID @x715bbda7
961 114.175960 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID @xcfa2ed2b
1043 151.676423 10.162.0.1 255.255. 255,255 DHCP 342 DHCP NAK - Transaction ID @x4ac27148
1052 159.891491 190.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID @xa58b2080
1053 166.221153 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID @x9adca29f
1054 168.470685 10.162.0.1 255,255,255, 255 DHCP 344 DHCP NAK - Transaction ID @x4616883f
1063 184.458418 10.162.0.1 255..255.255.255 DHCP 344 DHCP NAK - Transaction ID ©x261a08
1385 255.7803085 19.162.0.1 255,255/, 255,255 DHCP 342 DHCP NAK - Transaction ID @xaf521bfe
2082 903.089525 10.162.0.1 255.255.255.255 DHCP 342 DHCP NAK - Transaction ID @xb34a@cd9
2083 903.096749 10.162.0.1 255,255,255, 255 DHCP 342 DHCP NAK - Transaction ID @xb34a@cd9
2024 QA2 141405872 10 12 & 1 JEL JLL 2LL JLGCQ NHrp QA2 NHCD NAK - Trancartinn TN Avh2Aabr-AQ v
. 0101 = Header Length: 20 bytes (5) ~

Differentiated Services Field: ©xe@ (DSCP: CS7, ECN: Not-ECT)
Total Length: 330
Identification: ©x2189 (8585)
Flags: @x@@
Fragment Offset: @
Time to Live: 255
Protocol: UDP (17)
Header Checksum: 0x8d97 [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.162.09.1
Destination Address: 255.255.255.255
User Datagram Protocol, Src Port: 67, Dst Port: 68

Dynamic Host Configuration Protocol (NAK) v
9010 01 4a 21 89 @0 00 ff 8d 97 @a a2 @@ @1 £f ff -J1--- - 2
ff ff 00 43 00 44 01 36 0O PO 02 ©1 @6 PO 84 e9 C-D-6
db e7 00 00 00 00 00 60 ©O PO 00 PO 00 00 00 00
00 00 00 00 00 PV ad® 57 e3 27 6b Y9 00 00 00 ©O W 'k
@ 7 Flags (3 bits) (ip.flags), 1 byte(s) SR 35102 « ELEaR: 40 (0.1%) FC#: Default

n L ERNSTER = com 20 m

2021/9/27




Example: nslookup

o TG SiBHiWireShark, |
SRJG AT, BislT () 20
“nslookup www.baidu.com” &
AT

C:\Users\DELL>



http://www.baidu.com/

Example: nslookup [

Al AT AL B Kp:

1k
o NRIfFERT: A ipE A
— P S e g A 5 2 FH 2 HEPE A 55 2 HOR BHA= B SR, Ry i) o
(EE Fh o 22 Behr bR PF IS 4 P 325 70 Be B 5o TE Ak
AP IR AR B S MR, DLk BEEBE, A8 F 1 444 S Tml
e, Al AKOR BBz 3 MR A O 20

o LINPRH xxx@name.com iXHEFE 25 FR T HEFE 123@163.com & | —&f
{Z. 16301 ARG S R IX BFME B E X BMEHE Lk, XEMEME
S 2 BoR X EBHE & AN PR & i) . ARG IR TE X AN 1P 3E
AT A AENT, 105 I ) A 23X AN P T 6F N [ 38042 2 name.com BRA4 5l
Pz X B WA, a0 s ml AT R ILX AN IPECA X B 2l lname.com, A4
R 46X 5 A




Example: nslookup [

fer] d St

Heds#%: dnsl. zju. edu. cn
Address: 10.10.0. 21

PR www. google. com
Addresses: 2001::1£f0d:4808
0.0.0.0

127.0.0.1

C:\Users\DELL>nslookup —qt=ptr 36.152.44. 96
%% 4%: dnsl.Z7ju. edu. cn
Address: 10.10.0.21

sk dnsl. zju. edu. cn FRAF] 96. 44. 152. 36. in—addr. arpa. :

C:EEsersHDELL nslookup —gt=mx www. z ju. edu. cn
feds#%: dnsl.zju. edu. cn
Address: 10.10.0.21

z ju. edu. cn
primary name server = dnsl. zju. edu. cn
responsible mail addr = root. zju. edu. cn
serial 2016112807
refresh = 10800 (3 hours)
retry 3600 (1 hour)
expire 604800 (7 days)
default TTL = 30 (30 secs)

Non—existent domain




Exam p|e: p| ng (I C M P, Internet Control Message Protocol )

[cr] S S EmAT

Microsoft Windows [fifiA4< 10.0.18362.1082]
(c) 2019 Microsoft Corporation. {4 T4 HIF.

C:\Users\DELL>ping www. baidu. com

IE{E Ping www. a. shi om [36 152.44.95] BAf 32 F= Vi Eds:
f\II 36. 152. 44. 95 1Y ?, e J 3; HJII—IOmC TTL=55
*¥H 36.152.44.95 fynl & 5 [A)=10ms TTL=55
¥ H 36.152.44.95 frnl & - '? L: 2 Bf[A]J=10ms TTL=55
*H 36.152.44.95 pRlE: =y [} [7)=10ms TTL=b5

36.15: 44.95 i' P 2 B
Ao ORIE = 4, O = 4. K =0 (0% EKR),
munm ||[||| ] L_u',"é-{-'_-.w"|"-1'~‘.f:j:;:
it = 10ms. L&L& = 10ms. “F¥J = 10ms

C:\Users\DELL>ping www. 163. com

IE{E Ping 2163 p&6 - ads rd03. longclouds. com [112.13.207.3] EHA 32 Fiina &
*H 112.13.2 o 21=32 B [a)=bms TTL=55
*H 112.13.207.3 19 ?,': ﬁ*'TZS; [ [A)=5ms TTL=55
*H 112.13.207.3 pRl&E: 5=97=32 Bf[Al=bms TTL=55
#H 112.13.207.3 pRlE: 5=97=32 Bf[A]=6ms TTL=55
112.13.2@?.3 i' Ping s B
Bt OkIE = 4. C8l = 4. £K =0 (0% EKR).

fIJ'MJHi ||[||| i LJ ;_{UJ"I"IHL-:
B = bms., J.&I,M = 6ms, “F1y = bms

- \Users\DELL




Internet Control I\/Ies[sé?ge Protocol (ICMP)

ICMP is specified in RFC 792.

The most typical use of ICMP Is for error reporting.

— For example, when running a Telnet, FTP, or HT TP session, you
may have encountered an error message such as “Destination
network unreachable”.

ICMP is often considered part of IP but architecturally it lies
just above IP, as ICMP messages are carried inside IP
datagrams.

ICMP messages have a type and a code field, and contain
the header and the first 8 bytes of the IP datagram.




ICMP Type Code Descripfion

echo reply (to ping)

destination network unreachable

destination host unreachable

destination protocol unreachable

destination port unreachable

destination network unknown

destination host unknown

source quench (congestion control)

echo request

=0 | SO [ e | QO | L | GO | D | L | L |

router advertisement

router discovery

TTL expired

o T I e Y Y s Y (N e Y Y s Y Y s T e = T O % I o T e (R e ) Y

IP header bad

Figure 4.23 ¢ ICMP message types



Example: Tracert (ICMP) (1)

* The Tracert program, which allows us to trace a route from
a host to any other host in the world.

 Tracert Is Implemented with ICMP messages, to determine
the names and addresses of the routers between source and
destination,

— 1) Tracert in the source sends a series of ordinary IP datagrams to
the destination.

— Each of these datagrams carries a UDP segment with an unlikely
UDP port number.

— The 15t of these datagrams has a TTL of 1, the 2" of 2, the 3" of 3,
and so on. The source also starts timers for each of the datagrams.




Example: Tracert (ICMP) (11)

* Tracert is implemented with ICMP messages, to determine the
names and addresses of the routers between source and
destination,

— 2) When the nth datagram arrives at the nth router, the nth router
observes that the TTL of the datagram has just expired.

— According to the rules of the IP protocol, the router discards the
datagram and sends an ICMP warning message to the source (type 11
code 0)

— This warning message includes the name of the router and its IP address.

— 3) When this ICMP message arrives back at the source, the source
obtains the round-trip time from the timer and the name and IP address
of the nth router from the ICMP message




Example: Tracert (ICMP) (111)

 Tracert is implemented with ICMP messages, to determine the
names and addresses of the routers between source and
destination,
— 4) How does a Tracert source know when to stop sending UDP segments?

— Recall that the source increments the TTL field for each datagram it
sends. Thus, one of the datagrams will eventually make it all the way to
the destination host.

— Because this datagram contains a UDP segment with an unlikely port
number, the destination host sends a port unreachable ICMP message
(type 3 code 3) back to the source.

— When the source host receives this particular ICMP message, it knows it
does not need to send additional probe packets.

— The standard Tracert program actually sends sets of three packets with
the same TTL,; thus the Tracert output provides three results for each
TTL.
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