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File Edit View Control Annotate Tools Help
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All devices A Topology Summary @ B

Node Consale

Installed appliances

ATM switch
@ 3745

Cloud
@ Ethernet hub
@ Ethernet switch

B Frame Relay switch Sy S BE
© DESKTOP-EODNBIE CPU 7. 7%, RAN 33. 0%

& Server ? x € GNS3 VM (GNS3 VM) CPU 0.0%, RAM 13.4%

DESKTOP-EODNBYE

—

NeiOlHh & o4

sNew appliance template P »

Console EX

GNS3 mana \wlllvul rm\sl)le

(64-bit) with Python 3.6.6 Qt 5.8.0 and PyQt 5.8,

detect common issues.

1851
T 2022/11/10

AR RHL 3 —SPCHL, BisZ#AL, siCloudRf, <BkH—ANED, 51k
£ “GNS3VM (GNS3VM) ”

n L TEgATES =]
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File Edit View Control Node Annotate Tools Help

m OF> > "EHA MmO QAM

I 1) Suspend
W Stop
Reload

Ll

=]

B Command line
:" Raise one layer
r

- Configure
% Change hosthame A Topology Summary @&
Node Console =
® @l Change symbol » @ Cloud-1 none
Duplicate » @ Ethernetswitch-1 telnet 192. 168,199, 12+
» @ Ethernetswitch-2 te
Show in file manager » W e te
‘ » @ pc2 te
« » W e telnet 1 WERS
Custom console » W rca telnet 192, 168. 199, 12+
) » W pcs telnet 192, 168. 199, 12+
# Bring to front » W orce telnet 192, 168, 199, 12
# Import config » W pc7 telnet 192, 168. 199, 12+
p B on1 telnet 192, 168. 199, 12+
Export config P N R2 telnet 192, 168,199, 12+
r———— S Editconfig » W oR3 telnet 192. 168. 199, 12+
! B Start
X g

Lower one layer

E w Delete

_IP-10.1.0 22/16 S

startup.v

4

Tmh C=2 oing

bridge ' VPCS-491e2f4a-aac5-4c88-a54d-006479b6181 ¢

f
f
f
f
f

rom 10 0.11 icmp

n O rmimASHTIEE

AR BIA N PCHL b, Zoist =i “start” 23, SR/ Consolelsix8s, KA
PC-2> ip 10.0.1.22/16 (o1l A LASEER M O Hhl), FECEE KA “save” #p vﬁ'ﬁmﬁ 7
BIX BPC-1MIPC-227E[F—F MW, AFEE R B MW ICHhEAE B 2 [8] M 1ZBEpingid
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. FCEIPHNE: PC-1>ip 10.0.0.11/16

— /16 RFE TR, gt & T 255.255.0.0, R A A
“255” RMEZ10.0.x.y, JEM “x” 1 “y” (1~254) A] LAy i s
.

o [RAZFTHCE HIIPHLLE: PC-1>save
o BEFANPCHLAHKE KIPHAL: PC-1>show ip
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& PC-3

All rights reserved.

PCS is free software, distributed under the terms of the "BSD" licence.
Source code and license can be found at vpcs.sf.net.
For more information, please visit wiki.freecode.com.cn.

Press '?' to get help.

Executing the startup file

PC=3>

PC-3> ip 10.1.0.33/16

Checking for duplicate address...
PCl : 10.1.0.33 255.255.0.0

PC-3> save
Saving startup configuration to startup.vpc
done

PC-3> ping 10.0.0.11
No gateway found
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File Edit View Control Node Annotate Tools Help

B OF>-)> BHBCHEFmIIo-- QQME

A Topology Summary B X
LS Node Console -
» @ Cloud-1 none

p ) Ethernetswitch-1 telnet 192. 168,
p ) Ethernetswitch-2 telnet 192. 168.
PC-1 telnet 192.168. 1
telnet 192, 168,
telnet 192. 168.
telnet 192. 168.

5 telnet 192. 168.
6 telnet 192, 168. 1

7 telnet 192, 168.
telnet 192. 168.
telnet 192. 168.
telnet 192. 168.
telnet 192. 168.
telnet 192, 168.
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Servers Summary
€3 DESKTOP-EODNBTE CPU 1.9%, RAM 33.2%
p €0 GNS3 VM (GNS3 VM) CPU 2.7% RAM 29.0%

IP: 10.0.0.11

Ne: O] Hh @0

IP:10.0.1.22/16

Ethernetswitch—!¥
4
Console [=4ES
= a
starting PC-1: Err le sending command 'bridge create VPCS-49le2f4a-aach-4c88-abdd-006479b618fc’ : bridge 'VPCS-491e2fda-aaci-4cB8-abdc 18fc’ already exist: uBridge version 0.9.14 running with libpecap version 1.5.3
VI [CP control server sta i
DP connecting from local p 127.0.0. 1
UDpP 1 connecting from local 192. 168, 199. 1 10001
Destination NIO listener thr as started
Source NIO listener thr started
! mma idge create VPCS-491¢ a-aac5-4c88-a54d-006479b618fc’ : bridge ' 191e2fda-aac5-4c88-ad4d-006 alre: : uBridge version 0.9.14 running with libpcap ver
control server IP 0.0.0.0 por ).
connecting from local port 10063 to IPv4 127.0.0. 1 pr 10062
connecti fron port 10000 to IPv4 192. 168, 199. 128 port 10001
Destination NIO liste thr for VPC5-491e2f4a-as 1d-006479b618 ¢ arted
Source NIO listener thr ‘or VPCS-491e2f4a-aach-4c88-a54d-006479b618fc he
-

/2 errors 1 warning

e 1937
My =
RIS 2022/11/10 E3

n O iR AHTIER
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o ZAF.
— PC 1: ip 10.0.0.11/16 (Jim ik A] LAER X 52 1P dL)

— BEEES: e IR E P !
* 1p address 10.0.0.1 255.255.255.0

— TESEREA S 2s LHH PR N4 fa0/0, fal/0%y & TP AS ) F N Bic B 47 IP
bk f5, BIX AN IPHLAE 53 A /E 947 T Zone 181 Zone 2 =& HL I 1] A 5%
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« UNPC1:ip 10.0.0.11/16 10.0.0.1

« HIPC3:ip 10.1.0.33/16 10.1.0.1
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File Edit View Control Node Annotate Tools Help

I PC-1
1

Fm—————————f

S WA HC B IPHLAE
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plogy Summary @ e
le Console -
& Cloud-1 none

Ethernetswitch-1 telnet 192, 168,199, 12+
Ethernetswiteh-2 telnet 192.168. 199, 12
telnet 192. 168, 199, 12+
PC-2 telnet 192, 168, 199, 12+
PC-3 telnet 192. 168,199, 12

PC—4 telnet 192, 168. 199,

DODDD
2

PC-5 telnet 192.168.199.12
PC-6 telnet 192. 168. 199,
PC-7 telnet 192. 168. 199,

telnet 192. 168. 199, 12
R2 telnet 192, 168. 199,
R3 telnet 192, 168. 199, 12
R4 telnet 192.168.199.
R3 telnet 192, 168. 199,

1) 1) al afo) 3] 4l i) af

vers Summary Ex
{5 DESKTOP-EODNBTE CPU 2 RAM 34. 3%
3 GNS3 VM (GNS3 VM) CPU 2.2%, RAM 29.1%

1 1P: 10.0.0.11/16

UNet O] tHh @0

I
!
| 1P:10.0.1.22/16
L

4

Console

>

e starting PC-1: Error
TCP control server s

UDP tunnel connecting from local

UDP tunnel connecting from local

Destination NIO listener thre;

Source NIO listener thread for VP

[CP control server starte

connecting from local p
UDP tunnel connecting from local
Destination NIO listener thre
Source NIO listener threac

n L fEENTIEE

1c88

&
a
0.9. 14 running with libpeap version 1.5.3
version 1.5.3
s 127.0.0.1 on port 1
192. 168. 199. 128 or rt 10001
1-006479b618fc has started
a34d-006479b618fc has startec
-

A2 errors 1 warning

o 20:14
)
) 3% 2022/11/10 E‘

e S5 NPCHLEC B IF MR G, T AF-FMRIPCHLZ B EEAHE. “ping” 1.
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(config-if) #ip address 10.1.0.1 255.255.0.0

(config-if) #no shutdown

(config-if) ffexit

R1 (config) #

*Mar 1 00:18:59.507: SLINK-3-UPDOWN: TInterface FastEthernetl/0, changed state to up
*Mar 1 00:19:00.507: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl1/0,
Rl (config) #fexit

R1#show

*Mar 1 00:46:51.067: %S5YS-5-CONFIG I: Configured from console by console

Rlfshow ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, EZ2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia — IS-IS inter area, * - candidate default, U - per-user static route

o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/16 is subnetted, 2 subnets

C 10.0.0.0 is directly connected, FastEthernet0/0
C 10.1.0.0 is directly connected, FastEthernetl/0
R14#

changed state to up
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| PC-3 |
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] | |
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|

I 1P-10.1. 0. 33/16

]

|

- £al/0
P: 10.1.0.1/16
£a0/0
1P- 10.0.0.1/16

e —————

L

IP: 10.0.0.11/16

IP:10. 0. 1. 22/16

s0/2
IP: 192 16812 2/24

fa0/1
IP-192. 168. 13.1/24

Cloud-1

£a0/0

s0/1
IP: 192 168.24 2/24

£a0/0
IP- 192 168.35.5/24

£al/1
IP: 192 168.0.1/24

£aly/1
IF: 172.16.1.1




NAT — Network Address Translation [°]

* |P addresses are scarce.

1) One solution is to dynamically assign an IP address to a
compute when it Is on and using the network, and to take
the IP address back when i1t becomes inactive — DHCP

« 2) NAT box (Network Address Translation box) connects
an internal network to an external network
— Many internal hosts are connected using few external IP addresses.

— The NAT box is often combined in a single device with a firewall,
which provides security by carefully controlling what goes into
the customer network and what comes out of it.

— RFC 2663; RFC 3022




2% AL EDHCPAr &

o lic B v HH 45 R44% 1 fa0/0 ) IP3HB L
— R4#config t
— RA4(config)#interface fa0/0
— RA4(config-if)#ip address 172.16.0.1 255.255.255.0
— RA4(config-if)#no shutdown
7€ 1 M DHCPH sk 7 -
— R4#config t
— RA4(config)#ip dhcp pool 1
— R4(dhcp-config)#network 172.16.0.0 /24 < J& & iX B A&
— RA4(dhcp-config)#default-router 172.16.0.1

J5 ZIDHCPHR %5 . service dhcp
{EPCHL iz 1Tip dnepRER sh A5 IPHhLhL




B 2 FECE DHCP#r4: Example

& R4 - O

*Mar 1 00:00:07.555: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet4/8, changed state to down
*Mar 1 00:00:07.559: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/7, changed state to down
*Mar 1 00:00:07.559: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd4/6, changed state to down
R4

R4#

R4#

Rifenable

RA4f#config t

Enter configuration commands, one per line. End with CNTL/Z.

R4 (config) #interface fa0/0

R4 (config-if)#ip address 172.16.0.1 255.255.255.0

R4 (config—-if) #no shutdown

R4 (config—-if) 4

*Mar 1 00:04:30.547: SLINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up

*Mar 1 00:04:31.547: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to up
R4 (config-1if) #exit

R4 (config) #ip dhcp pool 1

R4 (dhcp-config) #network 172.16.0.0 /24

R4 (dhcp-confiqg) #default-router 172.16.0.1

R4 (dhcp-config) #service dhcp

R4 (config) fexit

R4 4

*Mar 1 00:05:49.123: $SYS-5-CONFIG I: Configured from console by console

R4#




Welcome to Virtual PC Simulator, version 0.6.1
Dedicated to Daling.

Build time: Nov 9 2015 12:49:46

Copyright (c) 2007-2014, Paul Meng (mirnshi@gmail.com)
All rights reserved.

VPCS 1s free software, distributed under the terms of the "BSD" licence
Source code and license can be found at vpcs.sf.net.

For more information, please visit wiki.freecode.com.cn.
Press '?' to get help.

Executing the startup file

PC-4>

PC-4> ip dhcp
DDORA TP 172.16.0.2/24 GW 172.16.0.1

PC-4>




i Hes FREsESEHIDHCPENE B

(config-if) #ip address 172.16.1.1 255
(config—-if) #fno shutdown
4 (config-if)#exit
1 00:11:00.115: SLINK-3-UPDOWN: Interface FastEthernet0/1, changed state to up
1 00:11:01.115: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
4 (config-if) fexit
4 (config) #ip dhcp pool 2
4 (dhecp-config) #network 172.16.1.0 /24
4 (dhcp-config) #default-router 172.16.1.1
4 (dhcp-config) #service dhecp
4 (config) ffexit

1 00:11:45.555: $SYS-5-CONFIG I: Configured from console by console

R4ftwrite

Building configuration...

[OK]

RA#show ip dhep binding

Bindings from all pools not assocliated with VRE:

TP address Client-ID/ L.ease expiration Type
Hardware address/
User 1idaie
0100.5079.6668.03 Mar 02 2002 12:12 AM Automatic
0100.5079.6668.04 Mar 02 2002 12:16 AM Automatic

VEREIR PGB RAFIE B2, HHrdk ASLiGLabd, PCANIPCSF B H Hia
dhcp” 4 AFREL BN A IPHIHE .
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J

config) #no shutdown
omplete command.

R2 (config) ffexit
R2#show
*Mar 1 00:13:58.203: $SYS-5-CONFIG I: Configured from console by console
R2#show interface s0/1
Serial0/1 is up, line protocol is down
Hardware is GT96K Serial
Internet address is 192.168.24.2/24
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Listen, loopback not set
Keepalive set (10 sec)
Last input 00:00:15, output 00:00:04, output hang never
Last clearing of "show interface" counters 00:01:12
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:
Queueing strateqgy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
minute input rate 0 bits/sec, 0 packets/sec
minute output rate 0 bits/sec, 0 packets/sec
4 packets input, 416 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
20 packets output, 330 bytes, 0 underruns
output errors, 0 collisions, 4 interface resets
unknown protocol drops
output buffer failures, 0 output buffers swapped out
carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

5
5




| ab4 15

- MCER4A. R2MHARZAIAE T, BEIPHLE, 158 A a4 2 )
WCAPPP (f74: encapsulation ppp) , W EPPPIAERE R NCHAP
(w4 : ppp authentication chap ) , NXT 7 1% B \UFEH 7 44 Fl%
g (#r4: username R4 password 1234) , F /7 & BRAAEL 2 N5
(1 2% B Arhostname (X0 K/hNE) , FESEER B R FEH

- YU EER2, AERJERRAN L Os0/1, KBILCPHPREN
“LCP Listen” ; HFCE 5ER4, WILCPHIRZA N “LCP Open” .
LCP OpenZk BAPPPIFLCPE & B 52 i, S In ki i .
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C-4> ping 10.0.0.11

172.16.0.1 1cmp seg=1
172.16.0.1 icmp seq=2
172.16.0.1 icmp seg=3
172.16.0.1 icmp seg=4
172.16.0.1 icmp seg=5

time=8.185 ms (ICMP type:3, : Destination host unreachable)
time=16.571 ms (ICMP type:3, :1, Destination host unreachable)
time=16.480 ms (ICMP type:3, :1, Destination host unreachable)
Cime=16.859 ms (ILCMP type:3, :1, Destination host unreachable)
Lime=8.396 ms (ICMP type:3, : Destination host unreachable)

(S NG RS ISR &)
o1 1 01

C-4> ping 10.1.0.33

172.16.0.1 icmp seg=1
172.16.0.1 icmp seqg=2
172.16.0.1 icmp seg=3
172.16.0.1 icmp seg=4
172.16.0.1 icmp seg=5

time=4.517 ms (ICMP type:3, : Destination host unreachable)
Ctime=3.850 ms (ICMP type:3, : Destination host unreachable)
time=1.681 ms (ICMP type:3, : Destination host unreachable)
time=10.056 ms (ICMP type:3, :1,l] Destination host unreachable)
Cime=8.135 ms (ICMP type:3, = Destination host unreachable)

(G2 I G NSNSy
ol U1 01 G O

C-4> ping 10.0.1.22
172.16.0.1 icmp seqg=1
172.16.0.1 icmp seqg=2
172.16.0.1 icmp seg=3
172.16.0.1 icmp seg=4
.16.0.1 icmp seg=>5

time=4.126 ms (ICMP type:3, : Destination host unreachable)
time=17.060 ms (ICMP type:3, :1,] Destination host unreachable)
Cime=18.185 ms (ILCMP type:3, :1, Destination host unreachable)
time=1.886 ms (ICMP type:3, : Destination host unreachable)
time=8.672 ms (ICMP type:3, : Destination host unreachable)

a1 G;
a1 G

Destination host unreachable H ¥ FHLARIIA, HEE TicmpthiUZHIHEE, HTipERE
FROCHIARIE, R R SR oK H, HTEEES. IP B LIEE IP HdE ik KiEs
H KA, 225 R 3% T ATLIR Bl — A~ H AR A TMCMP/%M FAEIXAE B P BoRAT]
IS EARIE R . _“1” FoR H ) FENLE B H R ~
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Sending 5, 100-byte ICMP Echos to 192.168.13.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/34/44 ms

R14

Rl#write

Building configuration...

[OK]

Rl#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * — candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.12.0/24 is directly connected, Serial0/2
192.168.13.0/24 is directly connected, FastEthernet0/1
10.0.0.0/16 is subnetted, 2 subnets
10.0.0.0 is directly connected, FastEthernet0/0
10.1.0.0 is directly connected, FastEthernetl/0

R1EIEM 1M 10.0.0.0/164110.1.0.0/16; iHidF: Hfa0/11%18192.168.13.0/24F
I HE [1s0/2i%3H192.168.12.0/24.,
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Sending 5, 100-byte ICMP Echos to 192.168.24.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

R2#

R2#write

Building configuration...

[OK]

R2#

R2#show ip route

Codes: C - connected, S5 - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - 0OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l — OSPF external type 1, E2 - OSPF external type 2
i — IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-1IS inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.12.0/24 is directly connected, SerialQ/2
192.168.24.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.24.0/24 is directly connected, SerialO/1
192.168.24.4/32 is directly connected, Serial0O/1
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Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
6 packets input, 1410 bytes
Received 5 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog
0 input packets with dribble condition detected
606 packets output, 64190 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
unknown protocol drops
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
RAd#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-TS, su - IS-IS summary, L1 — TIS-TIS level-1, 1.2 - TIS-1IS level-2
ia — IS-1IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.24.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.24.0/24 is directly connected, Serial0O/1
192.168.24.2/32 is directly connected, SerialO/1
172.16.0.0/24 is subnetted, 2 subnets
172.16.0.0 is directly connected, FastEthernet0/0
172.16.1.0 is directly connected, FastEthernet0/1
192.168.34.0/24 is directly connected, FastFEthernetl/0
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RN SR Z AT B 2ER1, RIFIRAIEK 3 GHES AT IR HNED

o o BRI 4
C connected, S static, R — RIP, M - mcbile, B - BGP AN)/ /T S

D - EIGRP, EX : T'T1 0 — OSPF, IA - OSPF inter area b4 E%m

N1 - OSPF NSSA external e 1, N2 - OSPF NSSA external type 2 7j ’ $1§IJ: 17:{&

15— Z':. Zézcjc?—ﬂi? Ez — I5-1I5 level-2 Rli%ji'% DSO/li%%lX_XJ
catﬁ defaul t, U - per-user static route

_ 192.168.12.0/24; @it
DL X 1 Fa0/1 3%+ Y

N el e i 192.168.13.0/24; @it

s T fa0/0i% +¥410.0.0.0; iH#
22l FeEeaa it fal/0i%+#10.1.0.0,

R - RIP, M - mobile

: y rnal, O - OSPF, IA OSPF inter area
- IS-IS inter area, * - candidate default, U - per-user static route Lo g N> _ 0SPF NSSA external type 2
- ODR, P - periodic downloads tati oute - - -
E2 - OSPF external type 2
Gateway of last resort is not se ary, L1 — I5-I5 level-1, L2 — I5-IS level-2
candidate default, U - per-user static route
992 0/24 nnected FastE e et0/ 1 oad ] atic 1
1 92 1€ 0/24 ! i‘t rectly nnect L, Fa tEthernet0/ 1 loaded static route
192.1¢ ) /2 is directly connected, FastEthernetl/0
192 .1¢ 35.0/24 i lirectly connected, FastEthernet0/0

152.1668.24.0/24 is wvariably subnetted, 2 subne 2
192.168.24.0/24 is directly connected, Serial0/1
192.168.24.2/32 is directly connected, Serial0/1

172.16.0.0/24 is subnetted, 2 subnets
172.16.0.0 is directly connected, FastEthernet0/0
172.16.1.0 is C;:e,t y connected, FastEthernet(0/1

192.168.34.0/24 is directly connected, FastEthernetl/0




WSINEE S E (1)

N T ik%]ikZonel, Zone2f1Guest zonelX 15 N JPCAH H B8 “ping” &,
THEAE IR = 6 B Ay B I0 DUOR 28 2%
i HAFR1:

— R1#config t

— R1(config)#ip route 172.16.0.0 255.255.255.0 192.168.13.3 < N 1 317£172.16.0.0/24
T, TEELL192.168.13.31F 4 F —Bk.

— R1(config)#ip route 172.16.1.0 255.255.255.0 192.168.13.3

— R1(config)#exit

% A R3 (BYRSALFRIMRAZ ], THE B EXN AT —Bk, EEM
USRI NENNEP Y Ny 3 ) F
— R3#config t
— R3(config)#ip route 10.0.0.0 255.255.0.0 192.168.13.1
— R3(config)#ip route 10.1.0.0 255.255.0.0 192.168.13.1
— R3(config)#ip route 172.16.0.0 255.255.255.0 192.168.34.4
— R3(config)#ip route 172.16.1.0 255.255.255.0 192.168.34.4
— R3(config)#exit

ILAE RN ] v B 28R4 1 !




o ININERASER ) (1)

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPEF NSSA external type 1, N2 - OSPE NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route AT g Y ey > H
o — ODR, P - periodic downloaded static route /_ljz (A Uﬁ S /lez

=+ :t:
Gateway of last resort 1s not set H%ilupﬁgé[ijo

192.168.12.0/24 is directly connected, Serial0/2
192.168.13.0/24 is directly connected, FastEthernet0/1
172.16.0.0/24 is subnetted, 2 subnets

172.16.0.0 [1/0] via 192.168.13.3

172.16.1.0 [1/0] via 192.168.13.3

.0.0.0/16 is subnetted, 2 subnets

10.0.0.0 is directly connected, FastEthernet0/0

10.1.0.0 is directly connected, FastEthernetl/O0

R3#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D — EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-TIS, su - IS-IS summary, L1 - IS-TIS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o — ODR, P - pericdic downloaded static route

Gateway of last resort is not set

C 192.168.13.0/24 is directly connected, FastEthernet0/1
172.16.0.0/24 is subnetted. 2 subnets
172.16.0.0 [1/0] wvia 192.168.34.4
172.16.1.0 [1/0] wvia 192.168.34.4
10.0.0.0/16 is subnetted, 2 subnets
10.0.0.0 [1/0] wvia 192.168.13.1
10.1.0.0 [1/0] wvia 192.168.13.1
192.168.34.0/24 is directly connected, FastEthernetl/0
192.168.35.0/24 is directly connected, FastEthernet0/0
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ERL E43 S FHFLI0 (GEPC3). s2/0 (ZER2)$: I I IPH Ik 1E o b
hi, M FIRAKIS0/L (ER2) 2 L bk fr & @tk .
N A CEERIPENN | S8 H -

— R1(config)#ip route 192.168.24.0 255.255.255.0 192.168.12.2

— XHM: Ri1#ping 192.168.24.4 source 192.168.12. 15k & pingANil, 1M H1E

R1#ping 192.168.12.2 i@ 1] .

JRIAE RERIHF AN 7 A5 HH “ip route 192.168.24.0
255.255.255.0 192.168.12.2” E I, b EERIFIRIIFEA
B -

— RA4(config)#ip route 192.168.12.0 255.255.255.0 192.168.24.2

RIFRAT) % HH R AE 5 N T RN 6
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SR

Building configuration...

[OK]

R14

R1#show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

192.168.12.0/24 is directly connected, Serial0/2
192.168.13.0/24 is directly connected, FastEthernet0/1
192.168.24.0/24 [1/0] via 192.168.12.2
172.16.0.0/24 is subnetted, 2 subnets
172.16.0.0 [1/0] wvia 192.168.13.3
172.16.1.0 [1/0] via 192.168.13.3
.0.0.0/16 is subnetted, 2 subnets
10.0.0.0 is directly connected, FastEthernet0/0
10.1.0.0 is directly connected, FastEthernetl/O
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R4#show ip route

C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, NZ - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

sateway of last resort 1s not set

S

192.168.12.0/24 [1/0] via 192.168.24.2

192.168.24.0/24 is variably subnetted, 2 subnets, 2 masks
192.168.24.0/24 is directly connected, SerialO/1
192.168.24.2/32 is directly connected, Serial(O/1

172.16.0.0/24 is subnetted, 2 subnets
172.16.0.0 is directly connected, FastEthernet0/0
172.16.1.0 is directly connected, FastEthernet0/1
.0.0.0/16 is subnetted, 2 subnets
10.0.0.0 [1/0] wvia 192.168.34.3
10.1.0.0 [1/0] wvia 192.168.34.3

192.168.34.0/24 is directly connected, FastEthernetl/0




How NAT works [é]

NAT translation table

WAN side LAN side
138.76.29.7, 5001 10.0.0.1, 3345

5=10.0.0.1, 3345

D = 128.119.40.186, 80 f:| \n 10.0.0.1

5=138.76.29.7, 5001 f
D =128.119.40.186, 80
F

%/10-0-0-4 @ 10.0.0.2
138.76.29.7 & =

_ I"'Ill ff
$=128.119.40.186, 80 5=128.119.40.186, 80
D =138.76.29.7, 5001 D =10.0.0.1, 3345
y / n 10.0.0.3

Figure 4.22 ¢ Network address translation
The NAT translation table includes port numbers as well as IP
addresses In the table entries. The NAT router can behave to the outside
world as a single device with a single IP address.



How NAT works (1)

« Example
10.0.1.2 : 5544 128.143.71.21 : 3344
10.0.1.3: 1234 128.143.71.21 : 3345
10.0.1.4: 1234 128.143.71.21 : 3346
Private IP addresses Public IP address

 Ports are effectively an extra 16 bits of addressing that
Identify which process gets which incoming packet.

» Ports 0-1023 are reserved for well-known services
— Port 80 is the port used by Web servers
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250 B ?tR5E% s PAECENATARS, & Xfa0/1#% [
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XEJEEE

AL SRR 7 Eﬂﬁ%/\% o B TS, Ri%
NI AH B, 3E XfaO/li%% SN ERREI, E X fa0/04E 1N

ARl I .
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25 3Mfa0/0

atzétlﬂﬁht ﬁTEthﬁ szping, A LLGHEPCHLR— T,
SRIG S 3. % 285 _F3%ctrl+shift+6+65k 7] LLBk H Fr

%R “show ip nat translation”
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R5 (confiqg) #w

*Mar 1 00:05:30.835: $LINK-3-UPDOWN: Interface FastEthernet0/1, changed state to up

*Mar 1 00:05:31.835: SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
R5 (config) #exit

Ro#write

Building configuration...

*Mar 1 00:05:34.991: $SYS-5-CONFIG T: Configured from console by console[OK]
R5#config t

Enter configuration commands, one per line. End with CNTL/Z.

R5 (config) #finterface fa0d/1

R5 (config-if) #ip nat inside

*Mar 1 00:14:27.715: SLINEPROTO-5-UPDOWN: Line protocol on Interface NVIO, changed state to up

*Mar 1 00:14:34.339: $SYS-3-CPUHOG: Task is running for (2040)msecs, more than (2000)msecs (1/1),process = Ex

ec.

—Traceback= 0x62301AFC 0x622C933C 0x622C95FC 0x622C9720 0x622C9720 0x622CALF0 0x622FD440 0x62309638 0x622F3A3(
0x622F4694 0x622F55E4 0x61A53C30 0x61398980 0x613B4C44 0x624E5BCC 0x624ES5BBO

*Mar 1 00:14:34.887: %$SYS-3-CPUYLD: Task ran for (2588)msecs, more than (2000)msecs (1/1),process = Ex

R5 (config-if) fexit

config)#interface fad/0

config-if) #ip nat outside

config-if) fexit

confiqg) #access-1list 1 permit 192.168.0.0 0.0.0.255

config)#ip nat inside source list 1 interface fa0/0 overload

confiqg) ffexit

r 1 00:16:01.147: $SYS-5-CONFIG I: Configured from console by console

(
(
(
(
(
(
#
a
#

5
5
5
5
5
5
5
M
5
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*Mar 1 00:16:01.147: %5YS5-5-CONFIG I: Configured from console by console

Rbo#write

Building configuration...

[OK]

Rbfshow ip nat translation

Pro Inside global Inside local Outside loca
192.168.35.5:36114 192.168.0.66:36114 192.168.35.
192.168.35.5:36626 192.168.0.66:36626 192.168.35.
192.168.35.5:36882 192.168.0.66:36882 192.168.35.
192.168.35.5:37394 192.168.0.66:37394 192.168.35.
192.168.35.5:37650 192.168.0.66:37650 192.168.35.
192.168.35.5:37906 192.168.0.66:37906 192.168.35.
192.168.35.5:368162 192.168.0.66:38162 192.168.35.
192.168.35.5:38418 192.168.0.66:38418 192.168.35.
192.168.35.5:38674 192.168.0.66:38674 192.168.35.
192.168.35.5:38930 192.168.0.66:38930 192.168.35.
192.168.35.5:39186 192.168.0.66:39186 192.168.35.
192.168.35.5:39442 192.168.0.66:39442 192.168.35.
192.168.35.5:39698 192.168.0.66:39698 192.168.35.
192.168.35.5:39954 192.168.0.66:39954 192.168.35.
192.168.35.5:40210 192.168.0.66:40210 192.168.35.
192.168.35.5:40466 192.168.0.66:40466 192.168.35.
192.168.35.5:40722 192.168.0.66:40722 192.168.35.
192.168.35.5:40978 192.168.0.66:40978 192.168.35.
192.168.35.5:41234 192.168.0.66:41234 192.168.35.
192.168.35.5:41490 192.168.0.66:41490 192.168.35.
192.168.35.5:41746 192.168.0.66:41746 192.168.35.
192.168.35.5:42002 192.168.0.66:42002 192.168.35.

—-—More—-

Bk port number #RAE K AR !

Outside global
:36114 192.168.35.3:
:36626 192.168.35.
:36882 192.168.35.
137394 192.168.35.
:37650 192.168.35.
:37906 192.168.35.
138162 192.168.35.
:38418 192.168.35.
:38674 192.168.35.
:38930 192.168.35.
:39186 192.168.35.
139442 192.168.35.
:39698 192.168.35.
139954 192.168.35.
:40210 192.168.35.
:40466 192.168.35.
40722 192.168.35.
:40976 192.168.35.
:41234 192.168.35.
:41490 192.168.35.
:41746 192.168.35.
:42002 192.168.35.

o
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« 2022411H11H, XTR2()$: 11fa0/0f. B IPHLLESY A e, 152110
skt . 192.168.191.131/24. BB M40 T
— R2#config t
— R2(config)#interface fa0/0
— R2(config-if)#ip address dhcp
— R2(config-if)#no shutdown
— R2(config-if)#exit
— R2(config)#exit
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time=4
time=4.99
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(ICMP
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i ICMP typ

ICMP

(
(
(ICMP
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(ICMP

192.168.199.131/ZR2 42 1fa0/0 H sh3R BX I IPHu A, 1110.162.32.97 2 T AFE S2 56 = f Ptk .
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— PCHL: save
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« XHENERZKE - DEEMEIAEL, NS = IoLWIiFi. Al L

FANLR 2 & “cmd” i\ “ipconfig” ﬁﬁé‘ﬁ*)ﬂ%‘%ﬁ%ﬂﬂimﬁﬁ
ERTE M RITEAE R . 3R S 78 PH30455 5% = H i ZIU-YQI
M2, H “ipconflg” ﬁﬁé\%ﬁﬁﬂima@lpvﬁmmﬁ
10.181.151.55 (7 M #75255.255.192.0), L& N5
10.181.128.1.

o H—EZMNKEA LIPingI B FEHIH (GLarER —mMZf) « FE

7 H i 15 B R windows 22 4 H Uy B IR 6 =ML BT K 55 0 9] 2% 1%
PP R, 'J_“JE')EprIngL.

o FrEHOMT S, Bl M = HAPLELE— Mg



References

[1] https://zhuanlan.zhihu.com/p/41940739 (4#1°F F# e : FAET# k%3 Linux
REUAIL)

2] https://www.vmware.com/cn.html (VMWareH [E B 77 W k)

3] https://www.gns3.com/software/download (GNS3)

4
https://www.bilibili.com/video/BV1eJ411B7DA/?share_medium=android&share_so

urce=copy_link&bbid=XYD1D74D22C7285F613FBOADGAGD7F7341B01&ts=16

06547560313 (13 #£ 1) Labd PR iR 2 20 F5)



https://zhuanlan.zhihu.com/p/41940739
https://www.vmware.com/cn.html
https://www.gns3.com/software/download
https://www.bilibili.com/video/BV1eJ411B7DA/?share_medium=android&share_source=copy_link&bbid=XYD1D74D22C7285F613FB9AD6A6D7F7341B01&ts=1606547560313

